
Considering 
the Risks

Implementation 
& Deployment

Educating 
Employees

Identifying 
Sensitive Data

•	 Patient Health Information 
(PHI)

•	 Customer Personally 
Identifiable	Information	(PII)

•	 Financial records

•	 Proprietary & competitive 
information

•	 Regulatory Compliance 
(HIPAA,	FINRA,	Sarbanes-
Oxley)

Identify and prioritize your 
most	valuable	data	and	
put	in	place	end-to-end	
encryption for data in 
motion and at rest.

•	 Email

•	 Removable	storage	
devices

•	 Web	browsing

•	 File sharing tools

•	 Mobile	devices

•	 Network	access

•	 Cloud	backup

Consider a secure 
container approach to 
email and PIM that controls 
user actions like save, 
forward,	copy,	and	paste.

•	 On-premise	or	cloud	
management tools

•	 Governance of multiple 
device types and user 
profiles

•	 Compliance management 
to enforce policy

•	 Security safeguards and 
procedures for lost/stolen 
devices

Define	policy	and	get	
employee consent.  Make 
a technology decision on 
the tools to help govern and 
maintain policy.

•	 Set expectations

•	 Educate to avoid potential 
violations

•	 Promote	and	reward	proper	
behavior

•	 Reinforce	awareness	
regularly to deter intentional 
and	malicious	breaches

Involve and educate 
employees so they 
understand expectations 
and avoid potential 
violations.
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